STEP BY STEP PROCEDURE FOR CLAIMING CLASS 3
INDIVIDUAL DSC

Note: Check your browser compatibility before claimng the certificate

Go tohttp://mtnltrustline.com

1. Click IE Browser Compatibility Checknd follow the instructions in the webpage.
2. Click Class 3 Individualink for claiming DSC after completing step 1.
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3. Click Claiming Certificateink againstndividual .
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4. EnterSUBSCRIBER ID, REFERENCE ID, PASSWGIRD clickSubmit

) Certificate Claim - Microsoft Internet Explorer =& x|

mtnlTrustLine
Certification Services fram MTNL

MTNLTrustLine Certificate Claiming

SUBSCRIBER ID: [00097922

REFERENCE 1D:  [00097636

PASSWORD: —

Please Note :

1.Before claiming certificate key generation check should be done on the system where certificate is claimed.T o test key generation click Fest Key
generation.

2. After successful installation of certificate,export the same with private key to a safe location.

3.Before importing certificate to crypto-USE token,complete step 2.

4.For any help refer our user guide.To download userguide click mnlTrustline User Guide




Note: Check Name and E-Mail Address before proceedq as this appears as it is in
the certificate.

5. Read the notes given in the page. Drop dowiC®ieList. Select the requiredSP
and clickGenerate Keys
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Class 3 Individual Subscriber Certificate

Certificate Details

Name [SANAMAAR KHAN

Reference Id IUDUQWEB

E-Mail address |khan_san19?4@rediﬁmail.com

Select a CSP(Crypto Graphic Service Provider) and Click "Generate Keys™ Button for key pair generation

icrosoft Enhanced Cry Provider 1.0

i

1.5elect Microsoft Enhanced Cryptographic Provider if the certificate is to be installed in IE hrowser else select CSP as per requirement.
2. WWhen " Generaie Keys" bution is clicked pop-up windows appearclick "Yes® and "OK" to proceed.
3.Ceriificate Installation may take few minutes Do not click in heiween the process.
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6. Click Yesin the Potential Scripting Violation pop up.
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Class 3 Individual Subscriber Certificate

Certificate Details

Name [SANAMAAR KHAN

Potential Scripting Yiolation il

This Web site is requesting a new certificate on your behalf, You should allow anly
' trusted Web sites to request a certificate For you,
Do you want to request & certificate now?

Select a CSP(Cryp m 0 I pair generation

csP: |Microsoft Enhanced Cryptographic Provider 1.0 ;I

Generate Keys |

Tinportant:

1.5elect Microsoft Enhanced Cryptographic Provider if the certificate is to be installed in IE hrowser else select CSP as per requirement.
2. WWhen " Generaie Keys" bution is clicked pop-up windows appearclick "Yes® and "OK" to proceed.
3.Ceriificate Installation may take few minutes Do not click in heiween the process.
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7. Click OK in the Creating a new RSA exchange key pop up.
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An application is creating a Protected item.

CryptadPl Private Key

Select a CSP({Crypto Gra

Security level set to Medium Set Security Level.. ’ jor key pair generation

ok Cancel |  Detais.. |
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Tinportant:

1.5elect Microsoft Enhanced Cryptographic Provider if the certificate is to be installed in IE hrowser else select CSP as per requirement.
2. WWhen " Generaie Keys" bution is clicked pop-up windows appearclick "Yes® and "OK" to proceed.
3.Ceriificate Installation may take few minutes Do not click in heiween the process.
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8. Click Yesin the Potential Scripting Violation pop up.
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Tt‘n“s Web site is adding one or more certificates ko this computer, F\_Ilow.\'ng an untrusted Web site to update_ﬁ yaur
certificates is a security risk, The Web site could instal certificates you do not trust, which could allow programs that
‘wau da nat trust to run on this computer and gain access to your data,

Do you wank this program to add the certificates now? Click Yes if you brusk Ehis Web site, Otherwise, click Fo,




9. Click OK.



10. The certificate is successfully installed.

Follow the steps below for completing the claimingrocess :

1.To see the certificate (if installed in intere&plorer browser) follow the
steps below:

Open internet explorer click Tools Internet Options Content
Certificates

2. Install mtnltrustline CA hierarchy from the foWling page
http://mtnltrustline.com/hierarchy.htm

3. Keep a copy of the certificate by exporting ithaprivate key(if
certificate installed in browser). Refer user guioliehelp
(http://mtnltrustline.com/UserGuide.doc

4. For other help refer User Guide.




