Procedure for Importing and Exporting a Digital Certificate
from one PC to another

Internet Properties [ilw

| 'Generél I éecurit_u I Ii'rivacy_: Contert ;IEu:unnec.t.icuns I .F'mgrams I A.dvanced_

Content Adwizor

R atingz help you contral the Intermet content that can be
@‘f viewed on this computer.

Certificates
IUse cerificates to positively identify yourself, certification
@l authorities, and publishers. . .
1. Right click
[ Clear 551 State ] | Certficates.. | ’ Publizhers... ] Internet EXp|0re r,

click Properties.
In Content tab

AutaComplete stores previous entries click Certificates.
and zuggests matches for you. =

Perzonal infarmation

MlcrnsoftlF‘erlle .-':‘-.ssmtant shares yoLr My Prafile...
perzonhal informatian.

Ok I [ Cancel

rCe rtificates @@

Intended purposs: [ =il :v:

Personal | Other Pecple | Intermediate Certification Authorities | Trusted Root Certificatior| 4 1 |

| Issued To Issued By Expiratio... | Friendly Name
I:nu%,.ferl Test CA 4130/2005  <Monez
M.T.l‘\\J.LTI:fl {CfQ D, MTML Class 2 Telepho,.,  11f29/2005  Class2 23692650
[EdmtniTrustline Email ... menlTrustline Class 1., 11/8/2005  MenlTrustline cl...
Edsellert Test 4 4130/2005  <Maonez

2. Choose the
certificate to be
Exported and click
Export.

Import... ” Export... Il Remove Advanced...

Certificate intended purposes

Client Authentication, Secure Email

View

Close




Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate krust
lisks and certificate revocation lists From a certificate
store ko your disk,

A certificake, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data ar ko establish secure nebwark
connections. & certificate store is the swstem area where
cettificates are kept.

To continue, click Mexk,
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Certificate Export Wizard

Export Private Key

¥ou can choose bo export the private key with the certificate,

Private keys are password protected, IF vou want to export the private key with the
certificate, wou must bype a password on a later page.

Do wou wankt bo export the private ke with the certificate?

{(Z)%es, export the private keyi

(_JMo, do not export the private key
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3. The Wizard
Starts. Click Next.

4, Choose to
export the private
key, if you want
to backup it or
install and use
this certificate on
other PCs.
Choose Do not
export the private
key if you want to
distribute this
certificate to
others.

Here we assume
the first case.



Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file Farmats.

Select the Format vou want bo use:

(%) personal Information Exchange - PKCS 212 (.PFX)

[#lInclude all certificates in the certification path iF possible:

Enable strang prokection {requires IE 5.0, NT 4.0 5P4 or abave)

[ ] Delete the private keyv if the export is successful
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Certificate Export Wizard

Password
Tao maintain securiby, wou must protect the private key by using a password.

Twpe and confirm a password,

Password:
]******

Canfirm passward:
|******|

< Back H Mext = J[ Cancel

5. Choose the
options as shown.

If you plan to
remove the
private key from
this PC, check the
last option also.

6. Enter any
password of your
choice, but it
should be
memorized well,
as it will be
needed at the
time of import.



File ko Export
Specify the name of the fils vou want ko export

File name:

i| | | Braowse. .. J

7. Click Browse.
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@. 8. Choose a folder
Desktop (e-g. DeSktOp)
and enter some
5 filename. Keep
My Documents the def‘aUIt
extension.
tdy Computer
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Certificate Export Wizard

Completing the Certificate Export
Wizard

ou hawve successfully completed the Certificate Export
wizard,

‘ou hawve specified the Following settings:

An application iz requesting access bo a Protected item:

CryptodsPl Private Fey

Ok, |[ Cancel H Details...

P

Certificate Export Wizard

The export was successful,

[ File Marme Do
Export Keys Yes
Include all certificates in the certification path  Yes
File Formak Person
£ il b3
< Back ]| Finish | [ Cancel ]
¢ 5
Exporting your private exchange key @

9. Click finish.

10. Click OK for
this warning.

11. If export
succeeds a
message appears.



